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OPENVPN VPN Service Connection for
windows

Last update: 20/6/2024

Description

This service concerns all members of the community of the University of Western Attica who have a
broadband connection (ADSL, 3G, VDSL, etc.) and wish to have access to information bases of the
institution's Library, but also to use software such as MATLAB and SPSS.

Installation Instructions

CAUTION:

1. In case you have an older version of OPENVPN installed on your computer, you should first
uninstall the old version and after restarting your computer follow the installation instructions
below.

2. In case you have the institution's older customized version of OPENVPN installed on your
computer and you want to upgrade it to a newer version, you should:

1. first uninstall the old version, reboot your computer and
2. then install the commnunity version according to the instructions below.

1. Download the community version of the OPENVPN program from the page:
https://openvpn.net/community-downloads/. You choose the installer according to the operating
system you have on your computer. For example, if you have Windows 10, the 64-bit version (not
ARM®64) of the 2.6.x series is recommended. But if you have windows 7 it is recommended to use the
older version 2.4.x.

If you choose to install version 2.6.x of OPENVPN, you
must re-download the configuration file found below in the

0 instructions. If you have an older UNIWA VPN configuration
file on your computer, it may not be compatible with
OPENVPN version 2.6.x

Below you see an indicative screenshot from the OPENVPN download page.
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Windows 64-bit MSl installer GnuPG Signature OpenVPN-2.610-1001-amd64.msi
Windows ARM64 MSI installer GnuPG Signature OpenVPN-2.610-1001-armé4.msi
Windows 32-bit MSl installer GnuPG Signature OpenVPN-2.610-1001-x86.msi

Source archive file GnuPG Signature openvpn-2.6.10.tar.gz

2. Install the OPENVPN program by running the file you downloaded (eg OpenVPN-2.6.10-1001-
amd64.msi)

3. In the initial window that opens, select “Install Now”.

ﬁ Setup Opent/PM 2.5.1-I601 E

Choose setup type. Q

Install Mow

Custormize

4. In the next two windows that show the network drivers of the OPENVPN program, select “Install”.

!! Windows Security al

Would you like to install this device software?

~ Mame:WireGuard LLC Metwork adapters
Bk pubiisher: WireGuard LLC

=

Always trust software from "WireGuard LLC". Install | | Don'tlnstall |

@ You should only install driver software from publishers you trust. How can |
decide which device software is safe to install?
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[+=] W¥indows Security @
Would you like to install this device software?

= Marme: TAP-Windows Provider V9 Metwark adapters
_&' Fublisher: OpenyPM Inc,

[T Always trust software from "OpenVPN Inc.". Install | [ Don't Install

':g' You should only install driver software from publishers you trust. How can [
decide which device software is safe to install?

5. The installation of the OPENVPN program is completed by selecting “Close” in the last window.

15 Setup OpenvPN 2.5.1-1601 ==

OpenVPN Installing Completed @

Close

6. If you have not previously installed the OPENVPN program, the following information message will
appear. Just press “OK”".

OpenyPM GLI [==]

Mo readable connection profiles (config files) found,
Use the "Import File,." menu or copy wour config files to
"Calsers\noc DpenWPHYconfig” or "CAProgram Files\OpenVPMYconfigh".
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Instructions for importing configuration file

1. The last step is to import the appropriate institutional configuration file into the OPENVPN program.

e |f you are a student, download the settings file and save it on your computer from the address:
https://software.uniwa.gr/noc/UNIWA-STUDENTS.zip

* If you belong to the educational/research/administrative staff, download the settings file and
save it on your computer from the address: https://software.uniwa.gr/noc/UNIWA-STAFF.zip

CAUTION: After downloading the appropriate configuration file, you should unzip it to a directory on
your computer. The final/unzipped configuration file will have an .ovpn extension

Instructions on how to unzip a zip file in general can be found in the following links:

e https://support.microsoft.com/el-gr/windows/%CF%83%CF%85%CE%BC%CF%80%CE%AF%CE%
B5%CF%83%CE%B7-%CE%BA%CE%B1%CE%B9-
%CE%B1%CF%80%CE%BF%CF%83%CF%85%CE%BC%CF%80%CE%AF%CE%B5%CF%83%CE%
B7-%CE%B1%CF%81%CF%87%CE%B5%CE%AF%CF%89%CE%BD-8d28fa72-f2f9-712f-67df-

f80cf89fd4e5
e https://www.test4u.eu/el/free-tutorials/windows/yli/aposympiesi

2. Right-click the OPENVPN icon that appears at the far right of the taskbar and select “Import file”.

Irmport file...
Settings...
— Exit:

3. In the window that will open, go to the directory where you previously unzipped the ZIP
configuration file, select it and press “Open”. In the image below, for example, the directory c:\stuff is
shown to have the configuration file UNIWA-STAFF.ovpn (after earlier we downloaded UNIWA-
STAFF.zip and unzipped it to the directory c:\stuff)
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ATTENTION: The configuration file you choose to import should end with .ovpn

4. If the import of the configuration file is successful, you will see the following confirmation message.
Just press “OK”".

OpenPM GLUI _X |

File imported successfully,

Note: Alternatively, instead of step (2) above, we import the file from the OPENVPN icon, we can copy
the configuration file (with the extension .ovpn) to a specific subdirectory (config ) of the OPENVPN
program. This directory is usually C:\Program Files\OpenVPN\config
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NN config
Home Share i B iy
* F 0 v This PC » Local Disk (€ » Program Files » OpenPM » config v Search cg
S Marne Date rodified Type 3
Desktop [ README 1/26/2023 203 PR Text Document
Downloads ([ UNMWA-STUDENTS 1/26/2023 1112 PM OWPN File

Recent places

Chis PC
Desktap

Docurments

Login Instructions

1. Right-click the OPENVPN icon that appears in the taskbar and select “Connect”

Connect
Disconnect
Reconnect

Show Status

Yiew Log
Edit Config

Clear Saved Passuards

Irmportfile..,
Settings...

— Exit ﬁ

If you import more than one openvpn configuration file, then more options will appear.
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Connect
Disconnect
Recannect

Showe Status

Wiew Log
Edit Config

Clear Saved Passwiards

LIMDEA-STAFF
LIMDEA-STUDEMNTS

Irmport file...
Zettings.
Exit

]

2. In the window that appears, enter your institutional login information (username/password), and
select “OK". If you want, you can save the login information in the window that appears by selecting
“Save password”.

ATTENTION !!! Do not enter the entire email here: eg teststudent@uniwa.gr but just the username.

@ OpenWPM Connection (UMIMAA-STAFF) o= || B || E2
Current State: Connecting

Thu tar 11 16:06:39 2021 DEPRECATED OPTION: -~cipher zet to AES-256-CBC' but mizzing in --data-ciphers
Thu bar 11 16:06:33 2021 OperPM 2.5.1 iIB36-whd-mingw 32 [S5L [OpenSSL)] [LE0] [L24] [FRCSTT] [AEAD
Thu Mar 11 16:06:39 2021 Windows version 5.1 Mwfindows 71 32hit

Thu kar 11 1 kb 2021, L20 2,10

Thu Mar 11 1) 1 UNDWA-STAFF Sl raF NETYT27.0.0.1: 25340
Thu tar 111 hterface, waiting. ..

Thubar 11 1] Usemame: LIZErnane m [AF_IMET]127.0.0.1:25340
Thu Mar 111

ThuMar 111 Pazeword: YT

Thu tar 111

Thutar 111 Save password

Thu Mar 111

Thu tar 111 | Cancel

] P

Opert/PH GUI 11.23.0.0/2.51

| Dizconnect | | Reconnect | | Hide

3. Once your connection is successful, the OPENVPN icon will turn green.

@ UNIWA-STAFF is now connected.
Assigned IP; 195.130.98.246
- \@ |3

Notes
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1. In case you have an older version of OPENVPN installed on your computer, you should first
uninstall it and then install the community version following the relevant instructions.

2. If you already have the OPENVPN program installed on your computer, you can import the
configuration files for the University of Western Attica into the existing OPENVPN program. To import
the configuration file, all you have to do is follow the instructions above regarding the import
configuration file.
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